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Topic

Data Security and Data Handling

Business Objective

e Build awareness on data security
* Demonstrate ways of mitigating data security risks
* Share best practices on data handling

Approach

A gamified learning driven through a single character or avatar who is on a mission to earn trust points from customers as he or she
navigates through the different security levels embedded in the course.

Key Highlights

* Gamified Learning on Data security

* Includes all gaming elements (Avatar Selection, Scoring, Rewards, Penalties, Badges)

* Avatars are close to real-life characters in Amazon and helps in instantly connecting with the target audience

* Use of real situations or scenarios for greater impact

*  With Spoiler alerts, decision points and an overarching story the learner is beautifully hooked to the game all the way till completion
* Partially audio driven

*  Built on Storyline 360

* Leverages the Parallax platform for linear navigation
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Game Introduction
Game Obj/Purpose/Rules/Avatar Selection

U

Landing Page

(Context setting Videos)

Level 1

1

Interactions
Decision Points
Interactive Learning
Level 1 Completion
Level 2, 3

4 Stages completed

Scores and Badges

Scores and Badges

1

Users feedback
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Game Rules °

Earning Customer Trust:
Data Hand I.i ng a nd Ma nagement T:Z.u!ntﬁg::i;isﬁ?;;:5,;:,:;,“;::;22 :szriSig;ll: through the different AWS Data Security levels. Make sure you click all the "Click

This game will help you understand why data security is job zero for all employees, provide foundational knowledge on
data classification and handling, and provide you with data security and escalation resources.

Select each tab to learn about it. When you make the right decision, you'll | | You can earn 10 Bonus Trust Points, if | | You can earn 15 Bonus Trust Points, if
earn 5 Trust Points. you reach the Finish Line within 20 you reach the finish line within 15

° ° | | | minutes. il minutes.

m There is an assessment in the end of the game. For each incorrect assessment answer given, you
i Each correct answer is worth 10 Trust Points. will lose 3 Trust Points from your score bucket.

Game Objectives Game Purpose Game Rules Avatar selection

To win the silver Phone Tool lcon, To win the gold Phone Tool Icon, you

‘ O '"ADDATA you will need to score at least 80 will need to earn at least 90 Trust
- Trust Points. Points.

Select the Continue button to proceed.

Avatar Selection

¥

Name: Dean Sanders

Occupation: College Professor (not like a regular college professor, he is a ‘cool one')

Blography: Dean took his lifetime love of Harry Potter and set out to become a writer. When his
first publication sold two copies (both to his mom), he changed directions and became a college
professor. Dean is passionate about great food, sneakers and overpriced wine. He is often found
spending 17% of his weekly salary on avocado toast or anything made with kale.

Security Super-Power: Data Archivist — ABC advocates for strong data backup routines, ensuring
the resilience and security of his customer's data on the Cloud.
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Game Rules

LEVEL - 1

Let's start your journey through
the different levels of AWS data
security and handling.

‘ 255 CLICK HERE

- -

&

Game Rules

In order to make it through this
last one, you must correctly
identify where to go if you
encounter a real or potential
security risk.

Spoiler alert: You'll
only need to
remember one site,
and you've already
seen it in the game!

those data categories and
handling policies. First you'll need
to discover our data handling
tenets.

We'r getting closer to reviewing

LEVEL - 2

GAME LEVELS
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Game Rules Game Rules

peas | You received a file from an unknown source this morning. The sender is no-reply@amazonhr.xyz.com the subject of
During a casual conversation, your friend asks you about your client's AWS opportunities for the rest of the year. How the mail reads "Urgent: Compensation Update!" Should you open the email?

could you respond? 4 | r
t " wer and press submit

“All Amazon employees must adhere to certain data security policies, when handling customer information. As a part of these
policies, | cannot share this information with you.” &)

“1 cannot share any client information with you as it would be a breach of the client’s trust.”

“1 cannot share any client specifics per our data security policies. However, | can tell you that my client plans to double their Submit
efforts for the remainder of the year.”

“My dlient's data, including futus rtunities, is private. W bout our client’s pri d take data security seriously.”
My client’s data, including future opportunities, is private. We care about our client’s privacy an ata security seriously. v
If you suspect an email is a phishing attempt, do not open it. As an Amazon employee, you are
=iyl expected to report any phishing email, website, or incident that could impact our customers,
It or i Visit 2z.com/

4w CLICK HERE €3

-,

©

You may be thinking, "I don't want to escalate an issue. That means I did
something wrong.” That's not how we view data security at AWS.

Escalations are not a sign of failure. Think of them as just another part of
your day-to-day job. And when in doubt, escalate early and quickly. The
sooner we can identify a potential threat, the sooner we can resolve it. Data
security is job zero. You've got this!




